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Ementa. This course aims at preparing the students to handle the massive shifts in
technology and operations, driven by data science, that cybersecurity is undergoing. It
will overview how to extract security incident patterns (or insights) from cybersecurity
data and build corresponding data-driven models, two key aspects to make security
systems automated and intelligent. This course starts briefly overviewing the
motivation and concepts of cybersecurity data science, next it presents the relevant
methods/technologies to understand the applicability of cybersecurity data science
towards data-driven intelligent decision making in cybersecurity, the main approaches
for security data gathering and preparing, a discussion on different machine learning
and statistical learning tasks in cybersecurity, multi-layered frameworks for smart
cybersecurity services, cybersecurity testbeds and datasets. This course is enriched
with real case studies and the students will be able to prepare their main hands-on

projects to put in practice their knowledge.

Programa

Aula | Data Contetdo previsto Modalidade Interacdo

1 Introduction Sincrona (ao vivo— | Remota
com gravagdo para | sincrona
acesso posterior)

2 Concepts of cybersecurity data Sincrona (ao vivo— | Remota
science; terminology; introduction com gravagao para | sincrona
to the main data analytics tools acesso posterior)

3 Main cyberattacks and cyber risks; Sincrona (ao vivo— | Remota
basic exercise to illustrate a type of | com gravacdo para | sincrona
attack acesso posterior)

4 Cybersecurity defense strategies; Sincrona (ao vivo— | Remota
first contact to defense tools. com gravagdo para | sincrona

acesso posterior)

5 Data science overview and exercise | Sincrona (ao vivo— | Remota
com gravag¢do para | sincrona
acesso posterior)

6 Cybersecurity data science: main Sincrona (ao vivo — | Remota

stages com gravagdo para | sincrona
acesso posterior)

7 Machine learning tasks in Sincrona (ao vivo— | Remota
cybersecurity: supervised learning com gravagdo para | sincrona

acesso posterior)

8 Machine learning tasks in Sincrona (ao vivo— | Remota
cybersecurity: unsupervised com gravagao para | sincrona
learning acesso posterior)

9 Machine learning tasks in Sincrona (ao vivo — | Remota
cybersecurity: neural networks and | com gravagdo para | sincrona
deep learning acesso posterior)




10 Machine learning tasks in Sincrona (ao vivo— | Remota
cybersecurity: other learning com gravacgdo para | sincrona
techniques acesso posterior)

11 Project proposal Sincrona (ao vivo —

com gravagao para
acesso posterior)

12 Exam 1 Moodle

13 Statistical learning for cybersecurity | Sincrona (ao vivo— | Remota
com gravagdo para | sincrona
acesso posterior)

14 Security data gathering and Sincrona (ao vivo— | Remota
preparing approaches; com gravagao para | sincrona
cybersecurity datasets acesso posterior)

15 Behavioral analysis and the design Sincrona (ao vivo— | Remota
of models com gravagdo para | sincrona

acesso posterior)

16 Multi-layered frameworks for smart | Sincrona (ao vivo— | Remota
cybersecurity services com gravacgdo para | sincrona

acesso posterior)

17 Main testbeds for cybersecurity Sincrona (ao vivo— | Remota
com gravagao para | sincrona
acesso posterior)

18 Project update Sincrona (ao vivo— | Remota
com gravagdo para | sincrona
acesso posterior)

19 Exam 2 Moodle

20 Security-policy rule generation Sincrona (ao vivo— | Remota
com gravagdo para | sincrona
acesso posterior)

21 Protecting the valuable security Sincrona (ao vivo— | Remota

information com gravagdo para | sincrona
acesso posterior)

22 Context-awareness in cybersecurity | Sincrona (ao vivo— | Remota
com gravagao para | sincrona
acesso posterior)

23 Feature engineering in Sincrona (ao vivo— | Remota

cybersecurity com gravagdo para | sincrona
acesso posterior)

24 Alert generation and prioritizing Sincrona (ao vivo — | Remota
com gravacgdo para | sincrona
acesso posterior)

25 Adversarial machine learning Sincrona (ao vivo— | Remota
com gravagao para | sincrona
acesso posterior)

26 Seminar Sincrona (ao vivo— | Remota
com gravagdo para | sincrona
acesso posterior)

27 Seminar Sincrona (ao vivo— | Remota
com gravacgdo para | sincrona
acesso posterior)

28 Project presentation Sincrona (ao vivo— | Remota
com gravagao para | sincrona

acesso posterior)




29 Project presentation Sincrona (ao vivo— | Remota
com gravagdo para | sincrona
acesso posterior)

30 Project presentation Sincrona (ao vivo— | Remota
com gravagdo para | sincrona
acesso posterior)
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Support
Course website (handouts, slides and others)
Moodle (handouts, slides and others)

Videos

Evaluation

1 Exam 1 - Remota 20 pontos TBD
2 Exam 2 - Remota 20 pontos TBD
3 Project - Remota 30 pontos TBD
4 Homeworks 30 pontos TBD

Modo de interagao:

Toda comunicacdo escrita com os alunos serd realizada via Moodle, inclusive a
divulgacdo deste plano e a subsequente especificacdo de quais ferramentas serdao
utilizadas para as aulas remotas. As aulas remotas serdo transmitidas via Microsoft
Teams e gravadas. Os exames serdo realizados e enviados pelo Moodle de forma
assincrona. A avaliagdo dos projetos ocorre com base no relatério e apresentagao oral.




